PRLNTOf DRAWLNGi 
AS 0 RIG DUA LLY FILE D 



Rswy-yy-u73 
f:''^C. Davis, et al 

\,,or2i- 



















(D (D 




O 








c 




8 


se 


o 




Interface 
Device 




user 
Interface 
Adapter 





? 2 



O) 



D 


D 


(D 
< 


w" 

T3 


(D 


0) 



4iw 



O 

S 

CO 
CO 

o 



N5 



CD 

3 
o 

^5 



c» 



GO 

o 

Q) 
0 



o 



PRLNT Of DRAWLSGi 
AS ORIGINALLY FILED 



^^W9.99-073 
( IC, Davis, et al 
'!>of21 



300 



331 



321 



356 



<?xml e\o\ing="UTF-ff>«^ ^312 ^^322 
3lO<!ENTITm^mpLmgr_hr '1da^^ 
320<!ENTITY *'A^mpLmedical Hcfap:/^^ 

330<!ENTITY% unrestricted '1dae7/acmecorp.com/cn=ur1,ou=policy,o=^ 

<!ELEMENT record (empLnameiSefij^^ 
r^lELEMENT empLriameL^tECD^JA) >^ 332 
< ! ATTLIST empyiame.353 ^354 355 
3„l^atapolicy:ur1T;5AfA#FlXED %unrestricted: > 
^[ELEMENT ser.nbr (#PCDATA) > 

<! ATTLIST ser^nbr 
_datapolicy:url CDATA#FIXED %unrestricted; > 
l~<! ELEMENT date.orhire (#PCDATA) > 

<! ATTLIST date_oLhlre 3^. 
^atapolicyiurl CDATA#FIXED %unrestricted; > 
~<!ELEMENT curr_salary (#PCDATA) > 

<!ATTLIST curr_salary 3^5 
_datapolicy:url CDATA#F1XED %empLmgr.hr; > 
<!ELEMENT medlcaLconditlon (#PCDATA) > 
<!ATTLiST medicaLcondition 
datapolicy:uri CDATA#FIXED %empLmedical; > 
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360 
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380 



390 
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400 



<? xml version=" 


1.0" encoding 


="UTF-8" ?> 405 


<!DOCTYPE record.SYSTEM 


"ldap://acmecorp.coni/cn=personnel,ou=dtd,o=acnrie?xnrilProperty"> 


<empLname> 




402 




John Q. Smith 






</empLname> 








<serj)br> 




404 




El 35246 






</ser_nbP* 








<clate_of_hire> 








01/01/1980 




406 




</date_of_hire> 








<cunr_salary> 




408 




3395.00 






</curT_salary> 








<meclical conditton> 






diabetic 




410 




</m ed ica l_co nditioxi^ 
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43 

43044 
432 

433 



441 

4404-1 



<€ 



420 

<? xml version="1 .0" encoding ="UTF-8" 7> 

<!DOCTYPE record SYSTEM "ldap://acmecorp.com/cn=personnel,ou=dtd,o=acme?xmlProperty" > 

Jl34 

■^ncryptxlass name="1" type="3DES" len="168" tempkey="MjdqcmhiQHVzLmlibS5jb20xRzB"> 
-<encrypt:key DN="cn=managers,ou=groups,o=acme'' Keyldentifier="MIIGEjCCBbygAwlBAglKFZrHywAQ^' 
Ekey="QAAAAAAzANBgkqhkiG9wOBAQUFAD"/> 

.<encrypt:key DN="cn=E135246,ou=users,o=acnne" Keyldentifier="CSqGSIb3DQEJARYbYm9zcOBicnFQ" 
Ekey="QudGlucmFsZWInaC5pYm0uY29tMQ"/> 

■<encrypt:key DN="cn=hr.ou=groups,o=acme" Keyldentifier="DIbQzcOBEYbCicnFSqGS3YJmAR9Q" 
Ekey="sGQFIYcmWtMlnaC2u5ZudpYm9Q0u"/> 
</encrypt:class> 
"~ 

ihcrypt:class name="2" type="BLOWFISH" len="1 28" tempkey="AHIAcQBuAHQAYgAuAHIAYQ"> 
:encrypt:key DN="cn=doctors,ou==groups,o=acnne" Keyldentifier="QTA5MDMyMDQ0M^ 
Ekey="EgYDVQQLEwdSYW)daWdoMR"/> 
^ -<encrypt:key DN="cn=E1 35246,ou-users,o=acme" Keyldenttfier="GSqGSIb3DQEJARYbYnfi9zcOBicnFQ" 
'*^2nEkey=="EwJVUzELMAkGA1 UECBMCTk"/> 
</encrypt:class> 

<empLname> 
JohnQ. SnDith 
</enapl_nanne> 
<ser_nbr "> 
E1 35246 
</ser_nbr> 
<date_of_hire> 
01/01/1980 
</date_of_hire> 
<curr_salary> 

<encrypt:data class="r> 
\ 3395.00 \23 
</encrypt:data> 
</curr_salary> 
<medicaLcondition> 

<:encrypt:data class="2"> 
424^ diabetic 425 

</encrypt:data> 
</medical condition> 



Fig. 4B 
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464. 
4&5' 

460- 



<? xml version="1 .0" encoding ="UTF-8" ?> 

<!DOCTYPE record SYSTEM "idap://acmecorp.com/cn=personnel,ou=dtd,o=acme?xmlProperty" > 

^463 470 471 



<encrypt:class name="1 " type^'3DES" lei(="168"> 
.<encrypt:key DN="cn=managers,ou=groups,o=acnrie" Keyldentifier="MllGEjCCBbygAwlBAglKFZrH^^ 
Ekey="QAAAAAAzANBgkqhkiG9wOBAQUFAD"/> 475 

<encrypt:key DN="cn=E135246.ou=users,o=acme" Keyldentifier="CSqGSIb3DQEJARYbYnn92cOBicnFQ" 
Ekey="QudGlucmFsZWlnaC5pYnn0uY29tMQ"/> 476 

<encrypt:key DN="cn=hr,ou=groups,o=acme" Keyldentifier="DlbQzcOBEYbCicnFSqGS3YJnnAR9Q" 

Ekey="dpYmGmFsZW^;c50u9t^tMYIu2QuQ"/> 

</encrypt:class> 472 473 



461 



<encrypt:ciass name="2" type="BLOWFISH" len="1 28"> 

<encrypt:key DN="cn=doctors,ou=groups,o=acnie" KeyldentifieR"QTA5MDI^DQ0Ivn^ 
Ekey="EgYDVQQLEwdSYWx!aWdoMR"/> 

<encrypt:key DN="cn=E135246,ou=users,o=acme" Keyldenlifier="CSqGSIb3DQEJARYbYm9zcOBicnFQ" 

Ekey=''EwJVUzELMAkGA1 UECBMCTk"/> 

</encrypt:dass> 

<empLnanrie> 
John Q. Smith 
</empLname> 
<ser_nbr "> 
E1 35246 
</ser_nbr> 
<date_of_hire> 
01/01/1980 
</date_of_hire> 
<curr_salary> 



462 



<encrypl:data class="r> 

Ym0uY29tMQN^ ^ 
</encrvpt: data> 



452 



</curr_salary> 
<medical condition> 



<encrypt:data class="2''> 

MxDDAKBgNVB 
</encrypt:data> 



</medlcaI conditlon> 



454 



Fig. 4C 
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